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Motivation
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Reinforcement learning (RL) has become essential to the reasoning and 
alignment post-training of large language models (LLMs).

RL relies on sufficient exploration of diverse actions by model during 
training. 

Models are starting to display situational awareness

-> Can LLMs influence their training outcomes by strategically altering 
their exploration during RL training? 
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Definition: Exploration Hacking (EH)
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Exploration hacking is when an agent 
strategically alters its exploration during 

RL training in order to influence the 
subsequent training outcome.
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Contributions
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1. Establishing the problem. We formalize and decompose exploration 
hacking, and evaluate frontier models for their propensity and capability 
to reason strategically about EH.

2. Constructing model organisms. We create model organisms 
demonstrating successful selective RL resistance, by using fine-tuning-
based “locking” procedures.

3. Evaluating countermeasures. Using our model organisms, we evaluate 
countermeasures against EH. 
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1. Fine-tuning is necessary for robust RL resistance.

2. Strategy reliability and determinism jointly determine resistance.

3. Continuous reward signals make exploration hacking harder.

RL Resistance Model Organisms
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1. Our model organisms are reliably detectable by CoT monitors, as models 
reason explicitly about their underperformance strategy in their CoT.

2. Action monitors are also highly reliably (less than CoT) and weight noising 
during evaluation is a promising white-box strategy.

3. SFT on filtered, benign traces can quickly recover suppressed capabilities. 

Exploration Hacking Countermeasures
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1. Even if models possess situational awareness about their training context, 
they currently lack the natural propensity to act strategically and pursue 
exploration hacking.

2. The bottleneck is strategic action propensity: models do not translate SA 
into deliberate, reliable and effective underperformance.

3. When models are provided with both SA and strategic propensity through 
prompting, we observe meaningful capability suppression and explicit 
reasoning about intending to subvert the training process. 

Auditing Frontier Models
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Conclusion

LLMs can resist RL capability elicitation.
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Resisting RL elicitation is hard and requires reliable 
strategies and minimizing intra-group advantage.

Our EH model organism are easily detectable

Frontier models do not spontaneously attempt EH

Increased capabilities will make EH more likely

METHODS RESULTS CONCLUSION
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Limitations
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1. Model organisms are 14-32b billion parameters. (Might scale up to 
100B) 

2. MOs rely on CoT reasoning, which makes them easily detectable. 

3. We explicitly train models to exploration hack rather than observing 
natural emergence; identifying training environments and incentive 
structures under which this behavior arises spontaneously remains open. 

METHODS RESULTS CONCLUSION
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Future Work
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1. Stealth model organisms. Train models to perform stealthy exploration 
hacking strategies in a control setup. Validate whether stealthy strategies 
can evade monitoring and resist RL elicitation. 

2. Random underperformance strategies. Train models to generate random 
strings in their CoT in order to randomise actions when underperforming.

3. Create EH benchmark. Implement propensity experiments in Inspect AI 
framework and benchmark EH propensity of frontier models.

4. Test EH against different RL algorithms. Elicit model organisms using PPO, 
GRPO, Dr. GRPO and other popular RL algorithms for LLM fine-tuning.
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Questions? Feel free to reach out!

21

METHODS RESULTS CONCLUSION


	Slide 1: Exploration Hacking: Can LLMs Learn to Resist RL Training?
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21

